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Capital flows: important for economic development. Capital flows or moves between
capital-rich and capital-poor countries depending on the opportunities for return on
investment. These capital flows can consist of official capital flows, which include official
development assistance and aid in the form of grants or loans, as well as private capital flows
such as bank and trade-related lending, foreign direct investment, portfolio investments and
workers’ remittances (Mhlanga & Christy, 2006). Foreign direct investment (FDI), foreign aid
and remittances are the major capital inflows in Africa. Such inflows play an important role in
regional economic development. Between 2000 and 2017, FDI contributed an average of
3.4% to regional GDP in sub-Saharan Africa (SSA), with foreign aid and remittances
contributing an average of 3.3% and 2.3% respectively (World Bank, 2018). These capital
flows support job creation, skills and technology transfer, provide financing for government
budgets and contribute to long-term economic growth (UNCTAD, 2006).

Regional economic hubs helping to facilitate movement of capital. Regional economic hubs
can be defined as countries that play a significant role in the economy of the broader region.
They tend to have the most developed financial markets in the region as well as more
favourable or developed regulatory environments. Hence, they act as gateways for capital to
flow into countries they are integrated with (their spoke countries). This interconnection
between regional economic hubs and spokes can help create stable financial flows for
countries in a region and contribute to the development of their financial systems

(Fanelli, 2008).

Decisions to de-risk undermining capital flows. Capital flows are affected by the risk or
perceived risk of illicit financial flows (IFFs). Regional economic hubs can act as channels for
IFFs, thereby in effect regionalising IFFs. The risk of IFFs leads to the practice of de-risking,
whereby financial institutions limit or sever business relationships to avoid exposure to certain
types of risks. De-risking could, however, adversely affect capital flows and financial inclusion.
Recent years have seen large scale de-risking and financial exclusion happening in developing
countries, particularly those countries that most need capital flows to finance social services,
aid and development. Where regional economic hubs are de-risked, it has a profound effect on
the developmental outcomes for the hub itself as well as the spoke countries it is integrated
with. It reduces opportunities to be included in the financial sector, cuts off countries from
legitimate capital flows and reduces the stability of the financial sector.

Financial integrity important to secure capital flows. To stem the risk of IFFs, the threat of
being de-risked and the corresponding knock-on effect on capital flows, it is important to ensure
that there are adequate regulatory frameworks in place to promote a robust level of financial
integrity in a way that does not undermine inclusion. Once again, hubs play an important role in
spreading best practices within the region.



Better understanding the interplay. This note forms part of a two-note series. This is Note 1,
and its purpose is to highlight the relationship between de-risking, IFFs and capital flows in
the context of regional economic hubs. To do so, we will firstly explore what a regional
economic hub is and its role in economic development. Then we will investigate the concepts
of de-risking and IFFs and the interlinkages between the two, to understand how they affect
capital flows. Finally, we discuss the way forward and provide recommendations on dealing
with the challenge of de-risking and IFFs. Note 2 deep-dives into the concept of a regional
economic hub, exploring the methodologies for determining which countries are hubs within
their respective regions. While Note 1 relies on the methodologies explored and utilised in
Note 2, readers should refer to Note 2 for more details and specifics on the concept of
economic hubs.

The structure of the paper is as follows:
Section 2 explores and defines the concept of a regional economic hub and identifies
relevant regional hubs in SSA.

Section 3 investigates the relationship between de-risking and IFFs and the impact thereof
on capital flows in the context of regional hubs.

Section 4 concludes on the key messages from the report and provides a set of
recommendations.



To understand the interplay between IFFs and de-risking in regional context, we first explore
what a regional economic hub is and what forms it can take. On this basis, we then identify
relevant hubs in SSA.

2.1. Defining regional economic hubs

“Economic hub” as a broad concept. In its broadest sense, an economic hub is a city or country
that serves as network aggregation point for a region. According to network theory, network
aggregation points represent a confluence of different factors, such as trade lines, trade
proximity, information and communication infrastructure, financial networks, social networks
and logistics infrastructure (Graham, 2015; Bernard & Moxnes, 2017). The combination of these
factors makes the hub the “economic heart” of the region. For the purpose of this note, we are
interested in economic hubs that are large enough to have regional influence in terms of
development, policymaking and compliance. We define a regional economic hub as “a regional
centre that plays a significant role in the economy of the broader region”. In the rest of this
note, a “hub” country means the major economy influencing regional peers, while a “spoke”
country is a regional country being influenced by the hub.

Well-established in economic literature. There exists sound economic literature to explain
how economic hubs are formed. Paul Krugman’s theory on geography and trade describes how
individual producers tend to locate themselves where demand is large or where supply of
inputs is particularly convenient (Krugman, 1991). The gravity model of international trade
explains how hub countries are important for regional trade as smaller economies will depend
on these large economies for trade activity (Tinbergen, 1962). Finally, regional economic
integration theory can be used to explain how linkages between an economic hub and its
surrounding regions are formed, which in turn plays a role in the level of influence a hub can
hold in terms of policy-setting and compliance®. More information about these theories can be
found in Note 2.

1 Regional influence is important as it allows a country the ability to shape and put in place economic and political policies
in a geographic region which in turn has implications for the nations situated in the area



Different types. Different types of hubs can exist within the broad definition of a regional
economic hub, namely:

Financial hubs can be understood as a city, region or country where financial service
providers (FSPs) are clustered and where a large volume of financial transactions are
coordinated and cleared (Cassis and Bussiere, 2005). According to the International
Monetary Fund (IMF), these hubs can be classified into three types (IMF,2000):

Firstly, international financial hubs/centres (IFCs), which are large, international,
full-service centres with advanced settlement and payments systems, such as New York
or London

Secondly, regional financial hubs/centres (RFCs), which intermediate funds in and out of
their region such as Hong Kong and Singapore

Thirdly, offshore finance hubs/centres (OFCs), which tend to be lightly regulated and
provide tax advantages, such as the Cayman Islands

Trade hubs are defined by the role the hub country plays in facilitating trade in the region.
For instance, an export-destination hub refers to a country that is the major export
destination for most of the other countries in the region. On the other hand, an import-
source hub refers to a country that many other countries rely on as their major source of
imports (Huang et al, 2018). A trade hub can also be viewed as an area where some trade
logistics take place, such as the beneficiation of goods or where goods are swapped and
re-exported, rather than a terminal that simply facilitates the re-exportation of one good
— e.g. a country that just re-exports oil and coal without doing beneficiation.

Industry hubs arise because of a combination of different factors, which include location,
access to human capital, natural resource endowments, infrastructure and logistics
networks as well as the regulation and policy in place. The mix of these different factors
can lead to the development of specialist hubs, such as automotive hubs and technology
hubs. For example, Silicon Valley in San Francisco is well known as an international “tech
hub”, while Stuttgart in Germany is well known as an automotive manufacturing hub.

Some hybrid hubs, some specialist. Some hubs exhibit a mixture of the different
characteristics of the above-mentioned financial, trade and industry hubs. These can be
referred to as “mixed hubs”. For example, Johannesburg is an economic hub in South Africa
as well as being a financial hub more specifically. Shanghai can be viewed as a mixed hub
due to the level of regional financial and trade activity that takes place there2. On the other
hand, some hubs are specialist hubs, for example where they have highly advanced financial
sectors that facilitate regional financial flows, yet their economies are relatively small
compared to others in the region, e.g. Mauritius.

2 Shanghai was the world’s busiest container port in 2018, handling 42.01 million twenty-foot equivalent units, up from 4.4%
in 2017. For more information see: https://theloadstar.com/shanghai-still-worlds-busiest-container-port-but-singapore-is-
climbing-back. In addition, Shanghai ranked as one of the top five financial centres in the world according to the March
2019 edition of the Global Financial Centres Index. For more information see:
https://www.shine.cn/biz/finance/1903141199/e



2.2. Role in capital flows

It is clear from the typology above that economic hubs can play various roles in economic
development in a region, such as facilitating regional trade or industrial development.
The role that we are most interested in for the purpose of this note is the way in which
regional hubs shape capital flows. This role plays off directly, as well as indirectly via the
effect on regulation and compliance best practices:

Facilitating inflows by expanding financial depth. The role of regional hubs to channel capital
from developed markets into developing economies is well established in literature (Obstfeld,
2007; Adam et al., 2015). Hubs help to facilitate capital flows by “mobilising foreign direct
investment, facilitating private equity funds and intermediating funds from development
finance institutions” (Hatayama, 2019). A hub like Mauritius, for example, serves as a gateway
for financial flows into SSA because of its favourable business and regulatory environment,
which helps to attract capital flows from developed economies. Hubs therefore provide
financial depth?, allowing local companies to benefit from improved access to financial
resources and to increase their leverage by having access to a range of financial instruments
that would otherwise have not been available to them (Esen and Gokmenoglu, 2016).

Influencing policymaking, regulation and compliance practices. The role that hubs play as
mediators of trade and capital flows affords them economic and political strength, which can
be used to shape the action of spoke countries. This influence can help shape policy and
regulation within a region, for instance through supervisory colleges where regulators in a
hub country and those in its spoke countries jointly regulate and supervise financial
institutions that have a regional presence®. The role can also be implicit, such as where
spokes look to the example set by the hub in developing their regulatory frameworks, or
where institutions in the region set their compliance practices based on that of the regional
parent company. In this way, regulatory and compliance best practices from a hub spill over
into a spoke country.

Spread of AML-CFT compliance practices. One area of compliance practice that is particularly
relevant to this note is anti-money laundering and combating the financing of terrorism (AML-CFT)
practices, as it shapes the de-risking activities of financial institutions, which in turn affect capital
flows. When financial institutions from hub countries expand to other countries in the region, these
multinational financial institutions either adopt their own group compliance standards in relation to
AML-CFT or the host country’s standards, whichever is the highest and does not contravene local
regulations (Stakeholder interviews, 2019). This means that a hub country’s AML-CFT practices
spread into spoke countries by way of the branches or subsidiaries of regional financial institutions.
Such spill-over of AML-CFT best practice also happens when a regional player sets an example
which other institutions emulate, or through public—private sector forums in which various actors
discuss AML-CFT requirements with local regulators.

3 Financial depth captures the financial sector relative to the economy. It is the size of banks, other financial institutions, and
financial markets in a country, taken together and compared to a measure of economic output.

4 In stakeholder interviews the example of Kenya was used. If a Kenyan bank licensed by the Central Bank of Kenya (CBK)
wants to operate in Tanzania, it must meet the requirements of the Bank of Tanzania, which gives them the license in
Tanzania. However, the Tanzanian license must be concurrent with the primary regulator, the CBK. This can be challenging
if the regulatory requirements in one country are very different from another. To ensure that the bank operates in line with
both regulators, supervisors regularly utilize supervisory colleges which enable supervisors to jointly regulate an FSP that
has presence in more than one jurisdiction.



2.3 Identifying hubs in Africa

Combination of different economic indicators used to identify a hub. Having positioned the
concept of regional economic hubs and the roles that hubs can fulfil, we now identify
relevant hubs in Africa that can serve as case studies for how the effect of de-risking and IFFs
on capital flows plays off on the continent. The first step in identifying specific hubs on the
continent was to identify indicators that, together, would determine whether a country is
classified as a hub. These are outlined in Table 1 on the next page:

Indicator

Regional GDP
country share

Ease of doing
business Index

Level of regional
economic integration

Percentage share of
intra-regional trade

Logistics performance
index

Trade as a percentage
of GDP

Share of regional
inward FDI stock

Source of FDI for
regional peers

Stock of immigrants
from within Africa

Description

Country’s percentage share of regional GDP

Measures of business regulations and their enforcement in a country.
A high score indicates that the regulatory environment is conducive to
business operation.

Agreements, transactions and trade flows between groups of countries
in a geographic region, to reduce and ultimately remove tariff and
non-tariff barriers to the free flow of goods, services and factors of
production between each other.

Country’s percentage share of regional trade taking into account its
imports and exports

Reflects perceptions of a country’s logistics based on efficiency of
customs clearance process, quality of trade- and transport-related
infrastructure, ease of arranging competitively priced shipments,
quality of logistics services, ability to track and trace consignments,
and frequency with which shipments reach the consignee within the
scheduled time.

The ratio of exports and imports to GDP. It is an indicator of the relative
importance of international trade in the economy of a country.

Country’s percentage share of the stock of regional inward foreign
direct investment

Percentage share of outward foreign direct investment that flows to
other countries

Stock of African migrants found in the country

Table 1: List of possible hub indicators
Sources: UNCTAD, World Bank

Using these economic indicators, we conducted a data analysis on nine potential hub
countries’ in in the Southern African Development Community (SADC), the East Africa

Community (EAC), the Economic Community of West African States (ECOWAS), North Africa
and Maghreb regions. The data was summarised into a checklist on how each country scores
relative to the hub criteria. More detail on the results of the analysis and checklist can be

5 Cote d'lvoire, Egypt, Ghana, Kenya, Mauritius, Morocco, Nigeria, Seychelles and South Africa



found in Note 2 of this note series. Note 2 focuses solely on the topic of regional economic
hubs in Africa. On this basis, we identified the following hubs:

South Africa: SSA-wide hub. South Africa stands out as the sample country that meets
most of the hub indicators. This is as a result of the significant share of regional GDP and
intra-regional trade that South Africa commands, its good-quality trade logistics, ability to
attract a large share of FDI stock, its deep level of integration and its draw as a destination
for immigrants from within Africa. The nation plays an important role in the rest of SSA
and is therefore a well-established financial and trade hub in the region.

Kenya, Nigeria and Morocco: hubs in their respective regions. Kenya, Nigeria and Morocco
each meets a number of criteria that suggest they serve as hubs in their respective regions.
Kenya is a regional economic powerhouse in the EAC region. It represents a significant
share of intra-regional trade, is deeply integrated into the region, attracts a large share of
FDI and is an important destination for migrants. In ECOWAS, Nigeria stands out due to the
size of its economy, large share of intra-regional trade, ability to attract FDI and its appeal
as a destination for migrants. In North Africa, Morocco’s ease of doing business and
importance to regional trade sets it up as hub among regional peers.

Mauritius and Seychelles: conduits of FDI. Whilst not seen as economic powerhouses
relative to other hubs such as South Africa and Nigeria, Mauritius and the Seychelles act
as hubs for the facilitation of financial flows into the rest of Africa. This is largely down to
the ease of doing business in these countries, their high level of integration into the
region due to their memberships in regional groups such as SADC and the Common
Market for Eastern and Southern Africa (COMESA) and the way in which their regulatory
regimes, including tax regulations, support business operations.

With an understanding in place of the concept of regional economic hubs, the role they play
and which countries in Africa can be considered hubs in their respective regions, we now turn
our attention to investigating the concepts of de-risking and IFFs and how they play out in
regional economic hubs. This will be done by defining each concept in turn, assessing the
scale of each in hubs in Africa and investigating the interlinkages between the two and how
they affect capital flows into the continent as well as between hubs and spokes.



De-risking and IFFs both have far-reaching implications for capital flows. Where banks make
de-risking decisions, it affects capital flows by limiting the channels through which these
flows can be accessed, while the presence of IFFs means that there is less legitimate capital
flowing in and out of countries. These two phenomena are interlinked and reinforce each
other, meaning that de-risking can lead to a rise in IFFs; and a rise in IFFs can lead to
de-risking. As a result, legitimate capital flows between regional economic hubs and their
spokes can be compromised. Lower capital flows, in turn, affect the development trajectory
of a country’s financial sector, with repercussions for levels of financial inclusion and overall
economic development. This chapter explores the interlinked relationship between these
two concepts:

Section 3.1 takes a closer look at de-risking and its relation to IFFs and capital flows by
outlining what de-risking is, what drives it, the scale of de-risking in regional hubs in
Africa and how it relates to IFFs and capital flows in the context of regional hubs.

Section 3.2 does the same for IFFs and their relation to de-risking and capital flows.

3.1. De-risking and its relation to IFFs and capital flows
What is de-risking?

The termination or limiting of business relationships to avoid risk. De-risking can be defined
as “the phenomenon of financial institutions terminating or restricting business relationships
with clients or categories of clients to avoid, rather than manage, risk in line with the FATF’s
risk-based approach” (FAFT, 2014). The FATF is the Financial Action Task Force, the global
standard-setting body on Anti-Money Laundering and Combatting the Financing of Terrorism
(AML-CFT). Thus, de-risking is a phenomenon that takes place in the context of AML-CFT.
De-risking can come in three main forms, namely:

Local financial institution to individual customer: This involves the closure of (or refusal
to open) bank accounts for certain individuals and firms and other restrictions on access
to financial services.

Local financial institutions to local financial institution/business: This type of de-risking
entails banks withdrawing or restricting their services to non-bank financial institutions
such as money transfer operators (MTOs), payments providers and other remittances
facilities, as well as from non-financial institutions such as small and medium-sized
enterprises (SMEs).



Correspondent bank to local bank: This type of de-risking entails the severing of
correspondent banking relationships® (CBRs), which can entail the loss of access to the
international payments clearing system for the bank that has been de-risked as well as
for its customers.

These forms of de-risking are interrelated and respond to one another. For example, the
de-risking of local institutions by foreign institutions may lead to further de-risking of local
institutions by other local institutions.

What drives de-risking?

High ML-TF risk reported as the key reason for de-risking. Financial institutions operating in
the East African region have indicated that money laundering (ML) and terror financing (TF)
risks have been the primary reasons behind their decision to de-risk and end their CBRs.
According to a survey conducted by the East African Anti-Money Laundering Group
(ESAAMLG), financial institutions mentioned unacceptable levels of ML-TF risk inherent in
certain customers, jurisdictions and products, services, transactions or delivery channels as
reasons for severing or limiting business relationships in the region (ESAAMLG, 2017).

As discussed above, high levels of ML-TF risk as a reason for de-risking are not necessarily
evidence of risk avoidance if the perceived level of ML risk is aligned with the actual level of
ML-TF risk. However, in practice, financial institutions face a number of additional
interrelated challenges that influence decision-making:

Limited information. Where information on the scale and nature of ML-TF risks posed
by different client groups is limited, it is difficult for financial institutions to make
well-informed risk assessments with regard to their clients or jurisdictions in which they
operate. This can lead to banks relying on broad indicators such as jurisdiction and
product type and their size to generate risk profiles. This approach can resultin a
number of different clients of varied risk levels being lumped into the same risk bracket
and potentially being de-risked even though they do not present substantial ML and/or
TF risks (stakeholder interviews, 2019).

Cost of compliance. The cost incurred by a financial institution to comply with
international AML-CFT standards creates incentives for a financial institution to
terminate business relations with categories of clients that it does not deem
cost-effective to serve (Durner and Shetret, 2015).

Penalties. Where non-compliance with the AML-CFT regulatory environment means that
a financial institution would incur penalties and suffer reputational damage, it creates
the incentive to terminate business relations rather than maintaining them and applying
the appropriate consumer due diligence controls (stakeholder interview, 2019).

Figure 1 uses a simple demand-and-supply curve to broadly illustrate the potential implications
of addressing de-risking drivers, and how this would affect supply and demand. Limited
information, cost of compliance as well as the risk of fines and penalties are all supply-side
constraints which, if addressed, would shift the supply curve to the right. Limited information
is also a demand-side constraint: For the consumer, requiring documents is either an
administrative burden or an outright barrier. Addressing the documents burden would

6 A correspondent banking relationship occurs when an agreement between or arrangement between foreign institutions is
made in order to facilitate the provision of cross-border payments and services. For example, a Tanzania bank wanting to
provide payments services to the U.S would require a correspondent banking relationship to facilitate such payments.



therefore shift demand to the right. This results in more accounts supplied at a lower price
point, represented by the shift from el to e2.

Supply

Price

Demand

Financial accounts

Figure 1: Drivers of de-risking
Source: Authors’ own

As shown in Figure 1, each of these factors on its own is unlikely to lead to substantial
de-risking, but together the effect is amplified. Ultimately, as a result of little information on
ML-TF risk, high cost of compliance and the potential for penalties, institutions are de-risking in
a bid to avoid compliance risk (the risk of incurring penalties as a result of non-compliance)
that comes with banking those particular clients — even where the official reason for de-risking
may be understood or interpreted as “unacceptable ML-TF risk”. As such, addressing the
problem of de-risking requires a more holistic look at the challenges that financial institutions
are facing beyond the idea that certain jurisdictions/clients simply have high-risk profiles.

Lack of alignment and coordination between country AML-CFT frameworks limiting the
ability to reduce de-risking. Efforts to reduce de-risking through, for example, changing
customer due diligence (CDD) requirements does not always have the desired impact on the
behaviour of financial institutions. Institutions often still choose to adopt stricter approaches
to due diligence because these approaches are ostensibly less risky and less likely to result in
fines. Moreover, multinational banks that have a presence in African countries (including hubs)
are largely concerned with the compliance requirements of their primary regulator from their
head office jurisdiction and will not alter their compliance frameworks if it does not align with
the regulations and compliance standards in that jurisdiction (stakeholder interviews, 2019).
As such, changing the regulation in one jurisdiction has no effect on multinational banks if
there is not alignment and understanding between the local regulators and international
regulators. This means that local regulators may not be in a position to reduce de-risking even
through legal implementations.

7 For For example, if a regulator in Kenya chooses to adjust CDD requirements to encourage different approaches to CDD
which may reduce financial exclusion, banks with a multinational presence will not necessarily endorse or apply that
approach because they need to comply with regulation in their home jurisdiction, which may view such behaviour as risky
in a different context.
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What is the scale of de-risking?

World-wide phenomenon. Data from the Society for Worldwide Interbank Financial
Telecommunication (SWIFT) shows that the decision to de-risk because of the above-
mentioned factors has resulted in a widespread loss of banking relationships across the
globe. SWIFT data revealed that the number of active CBRs declined globally by 6% between
2011 and the end of 2016. The regions that were found to be especially affected by de-risking
include the Caribbean, the small states of the Pacific, the Middle East and North Africa,
Central Asia and sub-Saharan Africa.

Regional hubs across Africa losing banking relationships. There has been significant de-risking
in the hub countries in Africa identified in Section 2.3. This could have profound implications for
the region. Figure 2 shows the extent of de-risking (in terms of CBRs) in the hub countries
compared to the average in Africa. As can be seen, the Seychelles, Morocco and Mauritius were
the most affected. The high occurrence of de-risking in Morocco could be explained by the fact
that the country is exposed to terrorism financing risks (MENAFATF, 2019). Given that the
Seychelles and Mauritius are prominent financial hubs, de-risking in these countries has
significant implications for the flow of finance into the broader region. Levels of de-risking in
Kenya, Cote d’lvoire and Nigeria is lower than the Africa average. According to stakeholder
interviews (2019), local-to-local-level de-risking in Nigeria has been more frequent than the
international-to-local de-risking reflected on the graph. While levels of de-risking come in below
the regional average in Kenya, the effects thereof are still significant. A survey conducted by
ESAAMLG revealed that 13 respondent banks had experienced a termination or restriction of
CBRs between 2011 and 2016 (ESAAMLG, 2017).
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What are the implications of de-risking for IFFs and capital flows in
regional hubs?

Avoidance of risk having negative consequences for the broader market. As stated in the
definition of de-risking quoted above, de-risking involves the avoidance of risk rather than the
management of risk. This entails institutions choosing to avoid doing business with clients
altogether, rather than understanding and managing the risks associated with those clients.
The problem with risk avoidance as a primary strategy instead of risk management is that it
results in the termination of many lower-risk accounts that do not present a material money
laundering (ML) or terrorist financing (TF) risk, and it results in widespread unintended
implications for the market. In particular, it creates financial exclusion risk — the risk of large-
scale financial exclusion, which results in the development of alternative channels —and
reduces legitimate channels through which capital can flow. Moreover, given the role that
hubs play in facilitating flows to the rest of their respective regions, distortion of such channels
between hubs and international markets can have extended consequences for other countries
in the region.

The rest of this discussion outlines the negative implications of de-risking of (i) individual
consumers, (ii) businesses like small and medium-sized enterprises (SMEs), non-governmental
organisations (NGOs) and remittances providers and (iii) smaller financial institutions.

Impact of de-risking on individuals

Risk versus profit. The de-risking of individuals occurs when financial institutions, notably
banks, decide to terminate the accounts of individuals or groups of individuals. It may also
refer to the refusal to open accounts for certain types of individuals. Lower-income
populations are often on the resulting end of large-scale de-risking (Langthaner & Nino, 2017).
These populations typically demand low-value accounts and do not represent significant profit
opportunities for FSPs. In some cases, they may even represent a loss when the cost of
compliance is accounted for. As such, banks choose to simply remove this customer segment
from their business. Other high-risk customers may also be de-risked, such as politically
exposed persons (PEPs). Some banks explicitly do not deal with PEPs while others may deal
with them depending on the results of a risk assessment (Stakeholder Interviews, 2019).

Results in financial exclusion. Wholesale de-risking results in certain customer segments
being excluded from formal financial services®. In a survey conducted by ESAAMLG on its
member countries, nine jurisdictions noted that de-risking was a threat to financial inclusion,
and six jurisdictions pointed out that de-risking negatively affected access to financial
products (ESAAMLG, 2017).

8 Informal financial services are different from the informal sector more broadly. The informal sector includes all business
that are not regulated, but these institutions may still make use of formal financial services. On the other hand, informal
financial services refer specifically to business providing financial services that are not regulated. These may be used by
formal or informal businesses.
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Weaker financial sector, reduced capital flows. Financial inclusion contributes significantly to
financial sector development and stability (Centre for Global Finance, 2018)°. The strength and
stability of a country’s financial sector, in turn, is a key driver of capital flows. Therefore, the
implications of financial exclusion are decreased financial sector strength and decreased capital
flows. Where this happens in a regional hub, it can affect the whole region by decreasing the
ability to meet financial needs in the region.

Growth of shadow financial services and IFFs. The exclusion of groups of individuals does not
reduce their demand for financial services. Rather, it implies that such individuals will make
use of less strictly regulated and monitored financial services. Increasing use of informal
financial services (e.g. informal remittance networks) increases the scale of these services,
making them more profitable and more viable. For example, the World Bank reported a total
value of USD1.27 billion of formal remittances in the Democratic Republic of the Congo (DRC)
in 2014, while informal remittances in 2014 were estimated to be between USD7 billion and
USD9 billion (Thom et al., 2017). Given that these channels are unregulated and unmonitored,
they create an enabling environment for IFFs and financial crime.

Shifting risk between institutions does not remove IFF risk. De-risking of individuals does not
always result in them turning to informal financial services, as they may be able to use other
formal financial services. Particularly in the case of PEPs and other clients who are de-risked due
to excessive levels of ML and reputational risk rather than low profitability, the act of de-risking
serves to shift ML risk from one institution to the next, rather than to actually mitigate that ML
risk. As mentioned in previous sections, the focus of institutions on compliance risk (and
particularly reputational risks) leads them to cut off high-profile clients rather than to monitor
them. However, high-risk clients are then absorbed by smaller banks with less developed
customer due diligence (CDD) processes that do not track IFFs as effectively (Stakeholder
Interviews, 2019). As a result, ML risk at a systemic level is increased by de-risking™®.

Impact of de-risking on businesses and institutions

Focus on SMEs, NGOs and remittance providers. De-risking can affect a range of businesses.
Here we focus specifically on the impact on SMEs, NGOs and remittance providers, as banks
usually perceive them to be high risk!! and, hence, they can be disproportionally affected by
de-risking compared to larger corporates.

9  Financial inclusion influences financial sector positively in a number of ways. Firstly, it enables banks and FSPs to engage
new business areas and diversify their portfolios by reaching the previously unbanked. Secondly, it enables individuals to
survive socio-economic shocks and provides access to credit. Thirdly, the widening scale of the formal financial systems
enhances the impact of monetary policy by ensuring that monetary policy signals are effectively transmitted to the real
sector. Finally, the inclusion of more people in the formal system reduces information asymmetries allowing for better
application of the risk-based approach and more targeted financial products that address people’s needs.

10 Stakeholder interviews in Nigeria suggest that emerging Fintechs, especially those operating in blockchain and other new
technologies, can be abused for IFFs as they often have less robust compliance measures and are less well understood and
regulated by supervisors. This is particularly problematic where they are providing services to high profile customers like
PEPs, who have been de-risked form large institutions.

11 This is due to limited access to information in the case of SMEs, or the fact that they do business in what is seen as high-risk
jurisdictions in the case of NGOs and remittance providers.
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SMEs hit hard by institutional de-risking.SMEs account for as much as 90% of all businesses,
50% of employment and 40% of GDP across Africa, yet they face significant funding constraints
(Cohen, 2019). These businesses have a high probability of being de-risked due to the following
reasons (Artingstall et al., 2016):

Banks have revenue requirements that SMEs are less likely to be able to meet.

The size of the firm is sometimes used as proxy for compliance effectiveness, and
hence SMEs are perceived to have weak compliance and AML-CFT frameworks.

Banks and large firms have similar compliance controls and functions in terms of
structure and organisation, whereas SME controls are often very different and more
complicated to understand.

Rejected trade financing limits capital access for SMEs. De-risked SMEs are unable to
access trade financing. According to the World Trade Organisation (WTQO), SMEs are the
most affected when it comes to access to trade financing, with 60% of all trade finance
requests by SMEs globally being rejected, against only 7% for multinational companies
(WTO, 2019). Trade financing is an important vehicle for channelling capital flows into
developing countries. Exclusion from trade financing impedes SMEs’ business operations
and development opportunities.

De-risking of businesses fuelling IFFs through growth of shadow banking. Businesses that

are unable to access the formal financial system may turn to accessing services through the
shadow banking sector'?. For example, in South Africa, the shadow banking system accounted
for about 25% of total assets in the financial system in 2014, compared to 31% for the traditional
banking sector and 40% for the insurance and pension sector (SARB, 2014). While the shadow
banking sector provides an alternative source of finance to support business activities, a large
shadow banking sector risks becoming a vehicle for undetected, unmonitored IFFs (Fjeldstad,
2017). A large shadow banking sector can also affect the effectiveness of monetary policy by
increasing money supply and the value of consumer price inflation (CPI), resulting in a central
bank not being able to fulfil its goal of price stability (Hasien & Yazdifar, 2015).

De-risking of NGOs reduces aid flow, increases cash usage and can lead to IFFs. NGOs face
a high probability of de-risking, particularly when they work in high-risk jurisdictions, which
is often where aid is most needed. Where they face delays or refusals in opening bank
accounts, or where accounts are closed due to de-risking, it can slow their response time to
deliver aid to deal with crises'®. According to a 2018 survey by the Association of Certified
Anti-Money Laundering Specialists (ACAMS), 15% of all US NGOs that work abroad have
faced account closures or refusals (ACAMS, 2018). As a result, some NGOs have resorted to
transporting cash!® or turning to money transfer operators with less strict controls (Centre
for Global Development, 2018). This leaves them exposed to higher risks and reduced
transparency, creating a vacuum in which IFFs can proliferate. The de-risking of NGOs also
has a direct negative impact on financial inclusion where NGOs act as intermediaries
between banks and the unbanked or work directly on financial-inclusion-related matters.

12 Shadow banking refers to non-bank institutions that provide services outside of the traditional regulated banking system.
13 Such as the Covid-19 pandemic which was front of mind at the time of writing.

14 Cash usage (particularly cash transportation) is unmonitored and common in transnational crime (OECD, 2009).
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De-risking of remittance providers affecting livelihoods and driving IFFs. Similar to NGOs,
remittance providers face a high risk of de-risking due to the fact that they are often located
in jurisdictions that have elevated IFF risks, have underdeveloped AML-CFT frameworks and
serve low-end customers who normally have little or no documentation (stakeholder
interviews, 2019). For example, data from the Australian Transaction Reports and Analysis
Centre (AUSTRAC) indicates that Australian banks between 2014 and mid-2015 closed 720
accounts of remittance service providers and affiliates. The closure of remittance accounts in
the Pacific islands directly resulted in individuals resorting to alternative mechanisms for
transferring money which were legal in some cases and in others were not (Stakeholder
Interviews, 2019). Times of global crisis, such as the COVID-19 pandemic, can lead to
increases in de-risking of remittance providers. A survey conducted by the International
Association of Money Transfer Networks (IAMTN), a global international trade organisation
that represents the money transfer industry, showed that 69% of respondents®® indicated
they had experienced a sudden decrease in remittance volumes as a result of the coronavirus
pandemic (IAMTN, 2020). This could make maintaining banking relationships with these
entities less attractive as the volume of transactions decreases relative to the costs of
banking their customer base, which leads to de-risking.

Secondary de-risking where the institution’s bank is de-risked. To gain access to
cross-border payment services needed (such as international payments or trade financing),
SMEs, NGOs and remittances providers alike rely on CBRs between their local banks and
international correspondent banks. The restricting or termination of business relationships
between respondent banks in any particular country and correspondent banks thus results
in SMEs, NGOs and remittance providers in that country being de facto de-risked as well.
This may prompt them to use less regulated channels, which creates the environment for
IFFs to occur. This effect may be amplified in the case where banks in regional financial
hubs are de-risked, as all the financial service providers in that region relying on them for
international banking services will also be cut off. This can potentially result in the growth
of illicit flow channels between hub and spoke countries that distort the integrity of the
financial system in the region.

Impact of de-risking on financial institutions

De-risking affecting small banks and potentially leading to IFF risks. According to stakeholder
interviews (2019) in hub countries, small or new banks are the financial institutions most likely to
have their correspondent services cut off. This means that they cannot access cross-border
services directly but need to do so via larger banks with correspondent banking relationships.
This can have significant cost implications for these small institutions?®. To remain competitive,
they either have to save costs elsewhere or provide niche services. Another option is to bank
profitable customers that are high risk and may have been de-risked by bigger banks, such as
PEPs. If these PEPs have significant power or influence over the board of directors in small banks,
they may be able to influence compliance practices, ultimately lowering compliance standards
and utilising these banks to facilitate IFFs (stakeholder interviews, 2019). This ultimately weakens
the integrity of the financial sector, and where this happens in hub countries it can spread into the
various spokes that connect to it.

15 Respondents represent banks, non-bank financial institutions, cross-border payment hubs, remittance network providers,
and current exchanges of differing size, capacity, and offerings.

16 Stakeholder interviews revealed that U.S banks are unwilling to have direct relationships with small or new banks in
Nigeria, so they must go through big local banks.
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The discussion above showed how de-risking results in individuals, businesses and financial
institutions being cut off from transparent, regulated and legitimate financial services. This
lack of access to formal financial services may prompt individuals and institutions to utilise
less regulated channels in order to meet their financial needs, which creates the scope for
IFFs. The next sub-section will delve deeper into the concept of IFFs and how it, in turn, can
lead to de-risking.

3.2. IFFs and their relation to de-risking and capital flows

Section 3.1 considered the phenomenon of de-risking: how it arises due to the need to
minimise the risk of AML-CFT and IFFs but also how it can inadvertently facilitate IFFs.
This section will explore IFFs in more depth by providing a definition of the concept,
investigating the scale thereof in hubs in Africa, as well as by outlining how IFFs relate to
de-risking and affect capital flows.

What are IFFs?

Unregulated financial flows across borders. While there is no clear consensus on the
definition of IFFs, they are typically understood as unregulated financial flows that move
across borders (i.e. illicit financial inflows and outflows). For example, Cobham (2015) refers
to IFFs as flows that are “forbidden by law, rules or customs”. Global Financial Integrity (GFl)
defines IFFs as the illegal movement of funds from one country to another. This includes
money that is “illegally earned, used or transferred” (GFI, 2020). For this note, we adopt a
similar definition, namely “capital, financial and resource flows that are earned, transferred,
intermediated and/or used illegally.” (Cooper et al, 2018).

Broader than just AML-CFT or trade-based money laundering. Figure 3 shows that IFFs are a

broad concept that includes financial crimes such as money laundering and the financing of
terrorism, as well as trade-based money laundering (TBML)Y involving trade and transfer
mispricing. However, due to the lack of consensus on the definition of IFFs, many countries
do not explicitly incorporate all these elements into their risk assessments (stakeholder
engagements, 2018): Some countries view IFFs as a trade issue only, whereas global
standards under the FATF define IFFs narrowly from an ML point of view. This means that
there are inconsistencies and gaps in frameworks that deal with IFFs.

17 TBML refers to a process whereby perpetrators use invoice faking and similar methods, often facilitated by the freight
forwarding industry, to launder money through the trade system.
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neglected as ML/TF

Figure 3: The scope and components of IFFs
Source: Cooper et al. (2018)

What drives IFFs?

From our literature review and stakeholder consultations, we’ve identified three factors that
can lead to the proliferation of IFFs in regional hubs and their spokes in Africa, namely:

Underdeveloped or inappropriate legislative environments. The ease with which capital or
resources are transferred illicitly often depends on the quality and strength of a country’s
legislative environment. A weak legislative environment in which the concepts of ML and TF
are not explicitly defined as illegal acts makes it easier to conceal illicit capital flows and
harder to prosecute offenders of criminal activities. Conversely, where AML-CFT regulators
and supervisors overregulate, individuals and businesses may be unnecessarily excluded
from the formal financial system, thereby creating incentives for IFFs to grow (Vorobyeva,
2018). Drafting effective, risk-based AML-CFT regulation is difficult, even in the developed-
country context. Moreover, mutual evaluations®® are sometimes inconsistent and do not
readily reward progressive regulation that, for example, may reduce financial exclusion and
IFF risk (Cenfri engagements, 2018 & 2019). As discussed in Section 2.3, spoke countries
often learn from hubs as they develop legislation. Thus, hubs play an important role in
setting the standard for legal efforts to combat IFFs. Moreover, weaknesses in legal
frameworks in hubs can facilitate illicit flows into the broader region.

Natural resources, weak governance and corruption. The presence of an abundance of
natural resources, coupled with a weak regulatory framework for the country’s resource
revenues, can act as a catalyst for rent-seeking, corruption and, ultimately, illicit flows.
The FATF notes that countries whose exports depend on minerals and natural resources
are prone to governance issues and corruption (FAFT, 2012). Cenfri’s work across Africa
finds that weak governance frameworks are the result of state institutions being
underfunded and understaffed. In addition, some countries lack the technology to
effectively track, identify and combat IFFs. It is important to take cognisance of how

18

“FATF mutual evaluations are in-depth country reports analysing the implementation and effectiveness of measures to
combat money laundering and terrorist financing. Mutual evaluations are peer reviews, where members from different
countries assess another country”.
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difficult IFFs are to combat, particularly in states that have small tax bases and where
the rule of law is still developing.

Existence of secrecy jurisdictions and tax havens. The destination for IFFs is just as
important in facilitating IFFs as the origin thereof. According to the high-level panel for IFFs
headed by Thabo Mbeki at UNECA, financial secrecy jurisdictions and tax havens are part of
the pull factors or enablers of IFFs (UNECA, 2018). Tax havens incentivise the movement of
profits away from high tax zones to low tax zones, while secrecy jurisdictions enable the
movement and ownership of funds to remain anonymous. The Tax Justice Network’s (TJN)'s
2020 Financial Secrecy Index?® reveals that there are five African countries in the top 50
global secrecy jurisdictions, namely Algeria (23), Kenya (24), Nigeria (34), Angola (35) and
Egypt (46). The GFI estimates that about 45% of illicit flows end up in offshore financial
centres (GFI, 2017), showing that hubs, particularly those with strong financial sectors that
facilitate significant investment flows, can be abused for illicit financial flow purposes.

What is the scale of IFFs?

The presence of one or more of the above-mentioned factors in countries across Africa,
including in hub countries, has led to a rise in the presence of IFFs on the continent.
Below, we highlight the scale of this phenomenon.

Increasing trend. According to data from Global Financial Integrity, trade-related IFFs? in
SSA grew from 16.5% of total trade with advanced economies (AEs) in 2006 to 20.2% of total
trade with AEs in 2015, as illustrated in Figure 42 (GFI, 2019). Figure 4 also highlights how
trade-related IFFs are relatively volatile in SSA, dropping from 22.2% of total trade with AEs
in 2008 to 15.2% of total trade with AEs in 2010, after which they rise again steadily to 20.2%
of total trade. The volatility may be due to inconsistent reporting by countries. Alternatively,
it may be due to deviances in the degree to which criminals manage to successfully hide IFFs
from reporting mechanisms such as International Monetary Fund (IMF) Direction of

Trade Statistics (DOTS). Overall, the increasing trend of IFFs is a concern for SSA.

19 The Financial Secrecy Index ranks each country based on how intensely the country’s legal and financial system allows
wealthy individuals and criminals to hide and launder money extracted from around the world. The index grades each
country’s legal and financial system with a secrecy score out of 100 where a zero out of 100 is full transparency and a
100 out of 100 is full secrecy.

20 Estimates of the illicit flows of money into and out of countries because of their trade in goods. While trade-related IFFs
are not the only type of IFFs, this is the only type for which data on scale is available.

21 Estimates based on data from United Nations Comtrade database.
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Figure 4: Trade-related IFFs in SSA
Source: GFI (2019)
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High risk of IFFs in hub countries. Trade-related IFFs are relatively high in the regional
economic hub countries in Africa that were identified in Section 2.3. Table 2 illustrates that
Mauritius is the lowest-risk country with trade-related IFFs representing 15% of total country
trade with advanced economies, while Senegal and South Africa are the highest at 21% of
total country trade with advanced economies each. In Nigeria and Kenya, there was no data
available. A lack of data can imply an inability to properly contextualise the challenge of IFFs
and hence address it holistically. This can worsen the risk of IFFs in a country.

Trade-related IFFs as a
percentage of total country

Country trade with advanced
economies in 2015

Kenya
Senegal 21%
Nigeria
South Africa 21%
Mauritius .
Cote d'lvoire 18%
Egypt 1%
Morocco 19%

Table 2: Risk of trade-related IFFs in regional hubs in Africa

Source: GFI (2019)
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What are the implications of IFFs for de-risking and capital flows?

Having defined what IFFs are, the drivers behind their proliferation and the scale of the
challenge in hubs across Africa, we now turn to the implications of IFFs for de-risking and
capital flows.

Reduced tax base and impaired investment climate. lllicit outflows represent a drain of
capital from an economy. The types of economic activity associated with IFFs are typically of
a rent-seeking nature or outright illegal and are often hard to regulate or track. The inability
to track and clamp down on IFFs means that governments lose out on tax revenues from
these flows. As a result, governments’ ability to spend on important initiatives like social
services, social grants and infrastructure maintenance is impeded. This may create a situation
in which governments need to borrow to fund the gap in their budget, thereby increasing
public sector debt. lllicit outflows can therefore potentially keep countries in a cycle of
borrowing, debt repayment and capital flight (Global Justice Now, 2017). This, in turn, may
decrease investor confidence, both local and international, lead to credit ratings downgrades,
hurt legitimate capital inflows and result in de-risking.

Less effective monetary policy. Not only do IFFs negatively affect a government’s fiscal
position, they also impede its monetary policy and hurt a country’s financial sector. According
to FATF (2019), unchecked money laundering can have the following consequences:

Unmonitored changes in money in circulation, which undermines monetary policy
Raised prudential risks in the banking sector
Contamination effects on legal financial transactions

Increased volatility of international capital flows and exchange rates due to unanticipated
cross-border asset transfers

Ineffective monetary policy, in turn, negatively affects macroeconomic fundamentals such as
inflation and GDP. Such fundamentals are typically used as indicators for de-risking decisions
and directly affect the attractiveness of a country as a destination for capital flows.

Deterioration of state capacity. Not only do IFFs affect a government’s fiscal and monetary
policies, they lead to an overall deterioration of state capacity. This is because IFFs entrench
corruption and create a culture of rent-seeking activity. The capacity and ability of a state and its
institutions to undertake key responsibilities are a driver of its attractiveness as a destination for
capital flows and a risk parameter that banks use to make decisions on de-risking. As a result,
states and state institutions that are viewed as poorly run and corrupt detract capital investment
and signal risk, which increases the probability of de-risking.

Weakened policy and regulatory environment. A weakening of state capacity because of
corruption and rent-seeking activity has negative consequences for a country’s policy and
regulatory environment, which is an important driver of capital flows, as it serves as an indicator
for the ease of doing business domestically. It may also lead to de-risking. This is particularly
true in the case of AML-CFT policy. Countries that have weak AML-CFT regimes are highlighted
by the FATF following a mutual evaluation?. Poor FATF ratings are accompanied by poor risk
perceptions by the business players within and outside a jurisdiction. In some cases, countries
may even be grey-listed. This is a red flag in terms of compliance risk for correspondent banks,
who are likely to immediately de-risk banks within the jurisdiction. As discussed, such de-risking

22 https://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
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may marginalise already fragile economies, threaten remittance channels and foreign direct
investment, and drive financial flows underground, thereby further generating IFFs (IMF, 2018).

In short: IFFs reduce the flow of legitimate capital through hubs and spokes. Weaknesses in
a jurisdiction’s AML-CFT frameworks and the risk of IFFs lead to de-risking. De-risking, in
turn, cuts countries off from capital flows, which again fosters the use of less regulated
channels through which to access capital.



Cycle of de-risking and IFFs curbing capital flows and undermining economic growth.

This note considered the interplay between de-risking, IFFs and capital flows in the context
of regional hubs in Africa. It is apparent from the discussion that the concepts of IFFs and
de-risking are interrelated and that these present a significant challenge for the continent.
The discussion has shown that, although individual institutions may perceive de-risking to be
an easy way to boost AML-CFT compliance for their businesses, it eventually could worsen
AML-CFT risk and create a vicious cycle whereby IFFs may in fact be exacerbated. IFFs, in
turn, trigger de-risking, thereby reinforcing the cycle. This de-risking-IFF cycle negatively
affects the flow of legitimate capital to productive sectors of the economy and, through that,
has negative implications for economic fundamentals in Africa.

Hubs spreading and reinforcing the impact in the region. The de-risking-IFF cycle is
reticulated via the hubs into spoke countries. When hubs are de-risked due to perceived
risks in these jurisdictions, spokes lose out on crucial gateways through which legitimate
capital can flow into their economies. This can lead to spokes using countries that have less
robust AML-CFT frameworks as avenues through which to obtain capital, which can lead to a
rise in IFFs. Hubs can also be IFF centres, with IFFs spreading from hubs into spokes. This can
likewise have negative economic and development outcomes, not only in the hubs but also
in spoke countries.

Work in regional economic hubs to help address IFFs and de-risking challenges. Poor mutual
evaluation scores on AML-CFT suggest that IFFs remain a systemic challenge in Africa. Working in
the hubs may present the best chance of addressing this challenge and enhancing the integrity of
Africa’s financial sector, as they play an important role in channelling capital into spoke countries
and can influence policymaking, regulation and compliance practices. Regulators and supervisors in
hub countries with robust AML-CFT frameworks can take the lead in helping to address challenges
of de-risking and IFFs by providing technical assistance and sharing information on compliance best
practices with their counterparts in spoke countries. Regulators in hubs can also help to shape
region-wide frameworks for robust AML-CFT guidance and compliance. This can be particularly
important during a crisis (such as the COVID-19 pandemic), which is likely to result in tighter
financing conditions across the globe and reduced risk appetite by banks, which could result

in de-risking.

It is in the hub and spoke economies’ direct interest that the region as a whole has a lower risk
of IFFs, has effective and coordinated approaches to risk management and that both the hubs
and spokes are more attractive to formal capital flows. Regions share the same fate, and only
those that are effective at IFF risk management will be able to escape the spiral of nominal
compliance, risk complacency or non-awareness, IFFs, de-risking and IFFs leading to economic
disruption and degradation.

By working together, hubs and spokes can improve regional risk information-sharing, help
conduct regular country assessments, reduce the cost of compliance, employ innovative
AML-CFT measures and enhance governance. This will help to bolster capital flows, leading
to more buoyant economies and higher levels of individual welfare.
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Based on these findings, we propose a number of recommendations to address specific
challenges associated with de-risking and IFFs, as outlined below.

Strengthen financial integrity in regional African hubs

Creating robust financial sectors in the hub economies in Africa will reduce de-risking and its
associated effects in the region and is essential for sustainable development. As such, work
should be done within hub economies to strengthen the stability and integrity of their
financial systems. Specific interventions in hub economies could include:

Technical assistance to financial intelligence centres in hub economies to improve their
capacity to coordinate the country’s approach to AML-CFT, including its ability to detect
and combat IFFs

Research into the legal frameworks for AML-CFT in hub economies and further technical

assistance spearheaded by the donor community to improve legal frameworks for AML-CFT

in hub countries and to address key gaps

Training for AML-CFT supervisors on risk-based supervision (Particular focus should be
placed on financial exclusion risk and ensuring that such risk is considered within
institutional risk assessment frameworks.)

At the global level, institutions should be expected to justify de-risking activity based on
genuine ML-TF risk.

Limit unnecessary de-risking in hubs

Improving cooperation and coordination between regulators in developing markets and
the regulators of correspondent banks in developed markets, as well as between these
parties and global standard-setters, to find regulatory solutions that meet the
requirements of all parties

Establishing supervisory colleges between developed and developing-country markets to

create ongoing dialogue between countries on AML-CFT issues and implementations that
can reduce de-risking (this could be facilitated by the regional FATF bodies responsible for
appropriate implementation of the 40 recommendations in their respective regions.)

Implementing a regional regtech solution in a hub country in Africa with Al capabilities to
detect and track IFFs in real time throughout the region. This will provide more clarity on
real AML-CFT risks and reduce unnecessary de-risking where risk is unclear. It will also
improve combatting of financial crime and therefore lower the level of risk over time

Improve information-sharing and availability of data for risk interpretation

Since de-risking is in part driven by a lack of access to granular data that can assist
organisations in making the correct decision, more needs to be done to ensure that such
information is readily available to institutions. The following specific actions should be taken:

Correspondent banks should improve information-sharing with respondent banks in hub
countries on transactions they find concerning, so that respondent banks can assess
whether their risk perceptions align.

Countries should consider publishing their national risk assessments. Doing so would
demonstrate their commitment to AML-CFT and inform outsiders of the risks they face
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and how they intend to address them. This will also provide correspondent banks with
more information on risk products, areas and activities within the region.

Correspondent banks should be encouraged to make full use of the risk-based approach, to
identify the kind and level of risks faced in certain jurisdictions or by certain respondent
banks?3. Supervisors of respondent banks should provide information on risk profiles and
how higher risks are being addressed. This is particularly crucial during the COVID-19
pandemic where payment channels are necessary to facilitate the flow of money to people
in need. The FATF has explicitly endorsed the use of the simplified due diligence measures
available to institutions during the COVID-19 pandemic (where appropriate). Financial
institutions should take advantage of this flexibility when considering retail consumers.

Regional bodies should gather data on de-risking and IFFs that can be used to monitor
trends in de-risking and to help build robust risk assessment systems.

Use regtech (regulation technology) to track IFFs and to reduce compliance cost

Technology will be a key enabler of the effective implementation of the risk-based approach
to AML-CFT. It improves the understanding of risk, reduces compliance cost and can track
and identify IFFs in real time. In addition to the establishment of a regional regtech hub,
countries should consider implementing their own regtech solutions for IFFs where capacity
and funding sources are available. In addition:

Respondent and correspondent banks should make full use of shared (CDD) utilities to reduce
the burden of compliance with customer due diligence requirements. The due diligence of
correspondent banks should consider the robustness of the CDD process to effectively manage
risk and not be a mere compliance check aligned with the correspondent host country.

Banks should explore and implement digital identity and biometrics in CDD processes that
reduce onboarding costs while also reducing risk. This is urgent during the COVID-19 crisis
—the FATF has explicitly encouraged “the use of technology, including fintech, regtech
and suptech to the fullest extent possible” during the crisis.

Regulators can help to create a supportive regulatory environment that fosters innovation in
new forms of customer identification to reduce the administrative and compliance burden
for institutions while improving effective ML-TF risk management. However, alignment and
coordination between local and international regulators are essential to ensure regulatory
implementations have the desired impact and that more effective measures do not regress
to ineffective compliance regimes.

Capacity building

Hub countries can support capacity-building programmes in high-risk, low-capacity spoke
countries to strengthen the capacity of state institutions, regulators and supervisors to
reduce ML and TF risks and achieve AML-CFT compliance.

Financial institutions in hubs can provide technical assistance and guidance to those in
spoke countries to enhance best-practice approaches to de-risking and IFFs.

Regional bodies such as ESAAMLG can be used to coordinate actions to assess risks and
address challenges of de-risking and IFFs.
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Developed market jurisdictions can hold correspondent banks that they deal with tightly to account for any de-risking
during COVID-19 pandemic that is not based on risk-based approach
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